Abstract-Real-Time Ethernet has become the major communication technology for modern automation and industrial control systems. On the one hand, this trend increases the need for an automation-friendly security solution, as such networks can no longer be considered sufficiently isolated. On the other hand, it shows that, despite diverging requirements, the domain of Operational Technology (OT) can derive advantage from highvolume technology of the Information Technology (IT) domain. Based on these two sides of the same coin, we study the challenges and prospects of approaches to communication security in realtime Ethernet automation systems. In order to capitalize the expertise aggregated in decades of research and development, we put a special focus on the reuse of well-established security technology from the IT domain. We argue that enhancing such technology to become automation-friendly is likely to result in more robust and secure designs than greenfield designs. Because of its widespread deployment and the (to this date) nonexistence of a consistent securiy architecture, we use PROFINET as a showcase of our considerations. Security requirements for this technology are defined and different well-known solutions are examined according their suitability for PROFINET. Based on these findings, we elaborate the necessary adaptions for the deployment on PROFINET.
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I. INTRODUCTION
As a local area network (LAN) technology, Ethernet has become very successful and widely adopted [1] . It became the standard network technology for Information Technology (IT) installations in computing centers, office buildings, and private households. The high rate of adoption came with a drop in cost for the hardware, which ultimately motivated the adoption of Ethernet in other, non-IT domains. The field of industrial automation is only one such example where Ethernet and Ethernet-based real-time protocols has conquered the shopfloor level.
978-1-5386-1066-4/18/$31.00 ©2018 IEEE In addition to improved cost efficiency the reuse of a well-established technology like Ethernet can bring about a number of both assets and drawbacks. While it helps enable the increasingly desired seamless vertical integration from the business level down to the field level, it also significantly lowers the bar for malicious actors inside the network. It should therefore be understandable that solutions to protect modern automation components from attacks over not any longer isolated communication networks are required.
That said, relying on mature technology also helps avoiding the probability of repeating past technological mistakes; an attitude universally accepted in the security community. We consider this as a strong argument for a systematic analysis of the suitability of existing and proven security technology from the IT domain for its deployment in automation systems.
However, industrial automation systems feature requirements that clearly deviate from those of classical IT systems [2] . The most important differences are hard (real-)time requirements, multi-decade device lifecycles, and the need for uninterrupted operation and minimal human maintenance. In other words, just as it was the case with Ethernet itself, domain-specific adaptions are likely to be necessary.
In fact, various automation field busses such as Ethernet/IP [3] and OPC UA TSN [4] have considered or even adopted security technology from the IT world. As part of the German research project "Sichere Produktion mit verteilten Automatisierungssystemen (SEC PRO )", the performance of encryption and message authentication in real-time communication was evaluated [5] , [6] , as well as concepts for platform integrity, key distribution and a public key infrastructure were proposed [7] , [8] . As in the SEC PRO study, PROFINET serves as representative technology in the field of real-time automation systems for our work, although the findings are valid for general real-time Ethernet based field bus technologies.
In Section II we provide an overview of PROFINET as our case study automation system. Section III outlines the requirements and challenges one typically faces when industrial automation systems must be secured. As the main part of our paper, in Section IV we systematically explore the design space of communication security solutions for real-time Ethernet automation systems. Section V presents a case study applied to PROFINET. In Section VI, an analysis of security considerations made for other technologies in the automation systems market follows. Finally, Section VII summarizes our paper and concludes. 
II. PROFINET OVERVIEW PROFINET (Process

B. Relations
The communication between an IO-Controller (or IOSupervisor) and an IO-Device is organized in virtual channels, so-called Application Relations (AR). An AR is setup after the first connection request, followed by the exchange of communication parameters and device information [10, pp. 78-80] . One AR consists of multiple Communication Relations (CR), a Record Data CR for acyclic standard communication (referred to by non-real-time CR in Figure 1 ), an IO Data CR for the transmission of the Input-Output data and an Alarm CR for the acyclic alarm data (both referred to by real-time CR in Figure 1 ) [9, p. 42] . Application relations between IOSupervisor and IO-Device (right side of Figure 1 ) can be setup for monitoring or changing device parameters. Table I lists the protocols used in PROFINET IO, divided into real-time and non-real-time communication and assigned to the corresponding ISO/OSI layer. The PROFINET IO Services, i.e. the PROFINET stack resides in the application layer. The Remote Procedure Call (RPC, layer 7b in Table I ) is the first non-real-time protocol, it allows execution of functions in a different address space (e.g. another device). Layer 3 and 4 hold the common standard IT protocols User Datagram Protocol (UDP), Transmission Control Protocol (TCP), used for non time critical data transmission as e.g. commissioning, and the Internet Protocol (IP), Address Resolution Protocol (ARP) as well as the Internet Control Message Protocol (ICMP) [10, pp. 40-43] . The Simple Network Management Protocol (SNMP, layer 3 in Table I ) is used for collecting configuration information about managed devices in IP networks [10, p. 139-140] . The real-time-class protocols 1 to 3 (and the additional non-real-time protocol over UDP) to transmit IO-Data are defined as follows [10, Table I ).
C. Protocols
D. Security Issues
The introduction of Ethernet-based fieldbus protocols in automation control systems has increased performance and efficiency but also led to the appearance of security risks. PROFINET IO is one of the prevalent fieldbus protocols used in industrial control systems based on Ethernet. Such networks can be accesible from a company's office network or-under special circumstances-even via Internet. Besides all advantages that come with this remote accessibility, it also opens the opportunity for well-known attacks from the IT domain carried out on the field level. In contrast to the office network environment, security weaknesses can be considered to be more severe, since system down times, e.g. caused by denial-of-service attacks, can generate enormous financial and physical damages [10, p. 419] . For this reason and the fact that automation systems can transmit potentially critical or confidential data, a solution to consolidate security in such systems is needed. Security requirements such as authentication, confidentiality through encryption, integrity and availability have to be considered just as well as the limited resources of already installed modules and equipment. To define such specific security related requirements and provide suitable countermeasures, the possible attacks on the different PROFINET IO protocols, i.e. the OSI layers need to be precisely identified.
III. REQUIREMENTS AND CHALLENGES
The requirements for automation systems differ significantly from those in the general IT office environment. Downtimes directly lead to production rejects. The potential resulting financial damage needs to be prevented under all circumstances. These specific requirements are discussed within this chapter.
A. Automation System Requirements
Based on the PROFINET Security Guideline [11] , the requirements that must be fulfilled after establishing a security concept in the PROFINET and general (real-time) industrial control system environments, are 1) availability; 2) real-time capability; 3) straightforward and cost-efficient commissioning and device replacement; 4) long-term operation without human attendance; and 5) coexistence and interoperability (between security-aware and legacy devices). Availability must remain unimpaired after security mechanisms are implemented and even if an impact on the performance can not be prevented completely, real-time requirements (i.e. strict cycle times) must be met. The integration (i.e. commissioning and replacement) includes the configuration of the appropriate security measures. Minimizing this configuration effort increases the acceptance of the proposed solutions, especially as most automation and maintenance technicians do not have a deep understanding of security. Components of an automation system are designed to operate over long periods, usually without ever being shut down or manually reconfigured. A fitting security solution must adhere to this mode of operation. Thus possible manual actions needed to preserve the required level of security, such as key renewal, shall not interfere with operations. Also due to long-term operation, it can not be assumed that all legacy devices will be replaced with security-aware devices as soon as they are available. Therefore, it must be possible to integrate devices including security mechanisms seamlessly into existing automation systems and operate them in parallel with legacy devices without limitations other than missing security.
B. Security Objectives
The following objectives shall be addressed by a security solution for real-time Ethernet based automation systems:
• Device authentication: Network components (controller, device, engineering station) mutually authenticate each other prior to exchaning critical data.
• Authorization: Ensure that an (authenticated) communication partner is allowed to perform the intended operation.
• Message integrity and authentication: The receiver of a message must be able to verify the message's integrity (i.e. detect tampering) and whether it originates from a known sender. Furthermore, integrity and message authentication schemes must prevent the possibility of replayed messages.
• Message confidentiality: Where necessary, the content of a message shall be hidden from possible eavesdroppers that are able to intercept them. Automation systems may transmit confidential data, i.e. perhaps their disclosure could reveal trade secrets. Nevertheless, encryption to protect systems from this threat causes a significant performance overhead. For this reason, security mechanisms that provide confidentiality should be optionally configurable. In addition to the mentioned security objectives, access to an automation network from the company's IT infrastructure or the Internet should be avoided after commissioning (except during monitoring). Also, physical access to the system should only be allowed to authorized personnel. Such physical security measures are not discussed further within this document, as the focus is on protocol security.
IV. EXPLORING THE DESIGN SPACE
In this section, we are going to explore the landscape of potential security solutions for PROFINET along three more or less orthogonal dimensions. These are related to the following questions:
1) Which OSI layer(s) is/are most suitable for hosting security services for PROFINET? 2) Which cryptographic building blocks can be (re)used to provide PROFINET security? 3) Which identities drive entity (e.g., device, controller) authentication and how are corresponding cryptographic keys managed?
A. Stack and Protocol Integration
The Open Systems Interconnection (OSI) computer network architecture not only delivers a common base for designing and implementing networking solutions, it also serves as a foundation for decisions where (i.e. at which layer) to place security services that satisfy the defined requirements. The ITU Telecommunication Standardization Sector has setup a security architecture recommendation (ITU-T X.800 [12] , identical to ISO/IEC standard 7498-2:1989 [13] ) on the positioning of specific security services within the OSI reference model. This architecture provides a useful overview of many modern network security concepts [14, p. 27] and will therefore be elaborated with respect to the defined requirements for PROFINET.
1) Principles on Layer Integration: First, we define some principles that should be used to determine the allocation of security objectives to layers within the OSI model (compare to section 6.1.1 in [12] ):
(a) The number of alternative ways to achieve a security objective should be minimized. Particularly, this should be kept in mind respecting interoperability between devices of different vendors. (b) Spreading implementations for security services over multiple layers is feasible, but
X Implementation of security functionality in this layer feasible.
-Implementation of security functionality in this layer not recommended. * Implementation exclusively in layer 7 feasible, but only support of lower layer functionality is recommended. ** Physical layer functionality for confidentiality (e.g. spread-spectrum technology) unfeasible in PROFINET context. This means, apart from the integration of such modules, the implementation of the original layer functionality remains unchanged. 2) Placement of Security within OSI model: Table II defines the possible placement of security services within the OSI model. This is a simplified subset of the placement recommended by ITU-T (section 7.8 in [12] ), adapted to the PROFINET security requirements. The latter can be met either on the network, transport or application layer or combinations of them. Confidentiality could also be achieved by solutions located in the data link or physical layer. Within the PROFINET context, confidentiality services within the physical layer are unfeasible, since this would require changes of the Ethernet standard. Implementation of security services exclusively within the application layer, i.e. the PROFINET stack, would need to be developed individually by each PROFINET stack vendor, and furthermore be adjusted to the system-specific needs of stack integrators. There is no guarantee, that the complete frame content is generated and therefore already available within the application layer. Architectures, where only parts of the frames are passed on to lower layers for further processing are conceivable, what would make it impossible to apply security mechanisms within the application layer. Supporting lower layer security functionality from the application layer is recommended. This means for example, instead of directly passing application data to a lower layer, calling standardized interfaces of security mechanisms residing in an intermediary layer.
3) Recommendation for PROFINET Security: Simplifying the adoption of a security concept for PROFINET is significant for its success. The effort for stack and device vendors to integrate security measures into their devices (new and legacy) should be kept as low as possible. Also, even more important, this process should not differ between the multiple adopters, to keep the number of alternative solutions minimal (and thus also the possible error sources). While stack implementations vary widely, networking functionality in lower layers (mainly) do not. Working closer to the hardware also brings the advantage of a more seamless integration of hardware acceleration for cryptographic algorithms, which can be crucial to meet strict timing requirements. Therefore, we recommend the integration of security functionality into the network or transport layer.
B. Cryptographic Building Blocks
When devising security solutions for industrial communication systems, one often finds two major design objectives being in manifest conflict. On the one hand, security solutions shall build on well-established standards that minimize the potential to fail with a solution designed from scratch. On the other hand, almost all such standards were developed in the context of office and Internet IT; domains, whose operational requirements are hardly comparable to those of industrial automation systems. Tight timing constraints in the latter systems may, for instance, easily render any standard solution effectively or apparently inapplicable.
That said, preconceptions regarding the appropriateness of IT standard solutions for industrial automation systems sometimes seem to bias the discussion about a suitable security solution towards custom reinventions. We believe that premature disqualification of IT technology for industrial automation systems is at least questionable. At second glance, the assumptions and requirements imposed by IT standards may turn out to be less rigid than initially assumed.
Moreover is it worth noting that custom re-designs rarely follow entirely new paths, but rather are guided by existing solutions. This tendency would be without problems if the design delta held more potential to feature significant benefits than to introduce security-critical design flaws. The field of security engineering has gone through an extensive learning process with numerous painful but invaluable lessons. Any decision for building custom solutions should therefore be based on very strong arguments against using standard solutions.
If the development of a custom solution should turn out as the only viable approach, it has to be ensured that the concept as well as the implementation will be carefully revised by experts. This implies the need for disclosure of all documents, algorithms and generally the source code of the designed solution. Following Kerckhoffs's principle [15, p. 226 ], security of a cryptographic system shall never rely on non-disclosure of its technical details.
1) Fundamental Conceptual Elements: At its minimum, protecting PROFINET communication from unauthorized spoofing and tampering requires a cryptographic checksum calculated over relevant data and added to corresponding messages. Note that the checksum's precise implementation (i.e., the localization of its application within the PROFINET stack or the cryptographic algorithm it is based on) is beside the point of the current consideration. Furthermore, observe that encryption (as a means against unauthorized disclosure of data) is an optional feature, which is more or less straightforward to add if cryptographic integrity protection is already in place.
In all practical scenarios, means for supplying authenticated and renewable cryptographic keys to the data protection algorithms are required. A corresponding authenticated key exchange between communicating entities should rely on cryptographic long-term credentials whose possession is the technical embodiment of entity legitimization.
The decision between standard and custom solutions is to be made on at least two levels. The first level is related to the choice of cryptographic algorithm(s). Given the intricate nature of cryptographic algorithm design and the availability of a wide range of proven algorithms, most likely one resorts to existing cryptographic algorithms.
On the second level, however, the answer might be less clear. Here, the question to answer is whether the selected cryptographic algorithms need to be embedded in a custom protocol, or whether one can make use of standard protocols. As an example of such, consider the Diffie-Hellman key exchange.
In one of the following parts of the paper, we are going to provide a systematic analysis of existing standard solutions with respect to their applicability for PROFINET communuication security. We show that standard solutions are not necessarily less efficient than a sound and secure custom solution would be.
C. Identity Management
For communication relying on symmetric cryptography (e.g. encryption and message authenticatino based on block ciphers as well as keyed-hash message authentication codes [16] ), the two (or more) parties intending to communicate with each other must share the same secret key. Such a key can either be a session key (i.e. valid for a fixed duration or until a connection is closed) or a permanent key. In both cases, access to key material by unauthorized third parties needs to be prevented. To establish such shared symmetric keys, standard IT networks often apply a public key infrastructure (PKI), consisting of certificates (i.e. X.509v3) issued by certificate authorities (CA). Certificates contain a public key of an entity and are distributed to possible communication partners, which can use this public key to encrypt the traffic for the establishment of a shared secret key. Before starting such an establishment, the validity of a received certificate can be checked by verifying the signatures of the issuer and tracing back through the hierarchy up to the root CA-which is categorised as trustworthy [14, pp. 131-141] . Should it come up that the trustworthy of a specific root CA is not satisfied anymore, applications relying on public key infrastructures normally require a process that allows to revoke certificates. Revoked certificates are collected within a periodically updated list, what requires online interaction. This is not indeed practicable in usually physical separated automation system networks. In this environment, the following design decisions for identity management solutions may be considered:
• Key authority: Who assigns (public or symmetric) keys to a device? • Key establishment: How is the acutal symmetric key to protect the traffic established? • Key sharing: Which devices share the same secret (pairwise vs. site-or system-wide)? • Key storage: How is key material stored within a device to prevent malicious access? In the automation system environment, all network participants are usually known, i.e. the number of devices and their tasks remain the same. Even if a device is replaced, it inherits the functionality of its predecessor. Therefore, the use of certificates appears suboptimal and should be substituted by, e.g., static and device-individual raw public keys, i.e., uncertified asymmetric keys. Possible authorities to assign a key could be the device vendors at production or the site manager before commissioning. A solution to this-just as to related problems-is highly dependent on a consensus of all involved parties (device vendors, provider of needed configuration tools and site managers i.e. customers). Therefore, no specific proposal has been elaborated within this publication.
V. CASE STUDY: COMMUNICATION SECURITY FOR PROFINET
In this section we examine standard communication security mechanisms with regard to their suitability for PROFINET. Furthermore, we highlight which adaptions are needed to fulfill the requirements mentioned in Section III.
A. Standard Network Security Mechanisms
Standard IT security solutions were not designed explicitly for the usage in industrial control system environments. Therefore, advantages and drawbacks of existing well established solutions applied to PROFINET need to be discussed. 1) Network Access Control (NAC): IEEE 802.1X is a standard for port-based network access control (NAC). Basically, it defines an extension of the Extensible Authentication Protocol (EAP) for the usage within the network layer, named EAPOL (EAP over LAN). A device aiming to get access to a local area network sends an EAPOL request packet to an authentication server (AS) and includes its credentials. The port of this device remains isolated from the network as long as the authentication request was not confirmed by the AS [14, pp. 161-163] . A modification of the EAPOL protocol-defined in the 802.1AE standard for MAC security (MACSec)-ensures confidentiality through point-to-point encryption of the traffic [17] . This combination seems to provide a valid solution for PROFINET at first glance. However, the EAPOL protocol uses its own Ethertype and the 802.1AE standard defines additional fields to the standard Ethernet packet, violating the requirement of interoperability with legacy devices. Also, the need of an authentication server within a PROFINET network is not advisable given the challenge to develop a cost-efficient solutions. Finally, the defined cipher-suite AES-GCM 1 is about three to four times slower than other (hash-or block cipher based) message authentication methods [6] .
2) Internet Protocol Security (IPSec): IPSec is a protocol suite for authentication and encryption of traffic sent over a local area network (LAN) standardised by the Internet Engineering Task Force (IETF) [18] . It consists of two protocols, the Authentication Header (AH) and the Encapsulating Security Payload (ESP). AH is deprecated as it only provides integrity, while ESP provides both integrity and confidentiality [14, p.286] (including support of AH in IPSec implementations is not mandatory anymore [18] ). ESP even supports an authentication-only configuration (see NULL encryption algorithm defined in RFC2410 [19] ).
IPSec can operate in two different modes, the transport mode or tunnel mode. In the transport mode, the original IP header is preserved while in tunnel mode, the added security fields and the header are protected and a new (outer) header is added to the frame. In the latter configuration, the endpoints are addressed within the inner IP header, while the outer header addresses the gateways. Therefore, no intermediates (thus also eavesdroppers) are able to examine the original inner header.
Establishment and management of key material is realized by the application of the Internet Key Exchange protocol (IKEv2, see [14, pp. 305-313] ). While IPSec operates on the network layer (layer 3, Table I ), PROFINET real-time packets are directly built on the data link layer below. These would require major changes on the IPSec implementation to secure real-time traffic, which is not advisable due to its high complexity.
3) (Datagram) Transport Layer Security ((D)TLS): As its name suggests, Transport Layer Security (TLS) builds upon the transport layer (layer 4, Table I ) and allows establishing a protected channel between two communication endpoints. As TLS relies on a reliable transport protocol (i.e. TCP with explicit packet retransmission and reordering) [20] , an adaption for datagram based protocols (DTLS) was designed, where reliability for the handshake is provided by DTLS itself [21] .
During the initial (D)TLS handshake, the communication partners (i.e., server and client) authenticate each other, establish the cryptographic keys and negotiate a so-called cipher suite (e.g. TLS RSA WITH AES 128 CBC SHA256, asymmetric encryption of key exchange using RSA 2 , symmetric encryption of application data using 128-Bit AES-CBC 3 , SHA-256 4 hash-based message authentication code). After a successful handshake, application data from upper layers is encapsulated by the record protocol, where the negotiated cryptographic algorithms are applied before the frames are passed on to the underlying transport layer [14, pp. 185-189] . Even if technically designed for the use over TCP or UDP, respectively, both TLS and DTLS may be used over any transport protocol with suitable characteristics (though some adjustments to meet its requirements may be needed, such as padding to minimal frame length). For reasons of limited resources or performance, where strictily necessary one might even consider to design application-specific cipher suites. We therefore rate (D)TLS as a flexible and suitable base for the development of a security solution for PROFINET.
B. (D)TLS for PROFINET
Besides the already mentioned prospects of reusing standard IT security solutions over a custom re-design in Section IV-B, using the well-established (D)TLS protocol as candidate for adaption to PROFINET brings several advantages (compare to [22] ):
• No need to define a new cryptographic negotiation, authentication, and key exchange protocol between communicating devices, • no need to train software developers on how to use new cryptographic protocols or libraries, • automatically benefit from new cipher suites by simply upgrading to the standard TLS software stack, • automatically benefit from new features, bugfixes (measures against emerged security weaknesses), etc. in TLS software stack upgrades. The concept of protected communication channels between endpoints can be directly mapped to the natural device pairing concept of PROFINET, i.e. the Application Relations (AR) and Communication Relations (CR) (see Section II-B). Nevertheless, there are some challenges to be addressed in the PROFINET context which likely require adjustments with respect to the existing (D)TLS standard: a) Performance: To meet strict real-time requirements, not only the execution times of the cryptographic algorithms defined within the cipher suite need to be analyzed, also the impact on the actual transmission times caused by the frame overhead (i.e., additional security-specific protocol fields) require more careful consideration. Generally, all transmission of useless or redundant information shall be prevented.
With (D)TLS, data is transmitted within so called records, including header fields for the type of TLS subprotocol (handshake, alert, change cipher spec, and application data), the protocol version number (e.g., DTLS 1.2), epoch (acting as some kind of key index), a sequence number, and the record's length (see Table III ). The protocol version might be omitted for the use in PROFINET, and the record length might be made implicit. The lenght of required fields (number of bytes) also needs to be examined and shortened where possible.
b) Channel Multiplexing: The default transport protocols for (D)TLS, UDP and TCP, make use of ports, associated with an IP address, which allows them to manage multiple [21] . independent channels. The tupels of port numbers and transport addresses serve as identifiers used by (D)TLS to select the correct connection state. Since Ethernet does not make use of something similar to ports, this feature is missing. Without allowing to multiplex channels between the same pair of devices, key renewal (i.e., performing a new handshake) blocks the actual data channel. As this is a clear violation of the real-time requirements, additional fields to differentiate between multiple channels need to be introduced. Properly implemented, the channel multiplexing can preserve real-time capability and ensure a new key is available before it is needed. c) Broadcast/Multicast: Some protocols in PROFINET rely on broadcast or multicast communication (e.g. DCP). Obviously, protecting this communication does not fit within an end-to-end device pairing. These protocols need to be examined precisely whether their protection is mandatory or this requirement can be waived. It could be considered to only protect security critical messages (for DCP this could be e.g. factory reset or name assignment), which are designed as unicast services. Protecting multicast services too could only be realized by sending the messages to all intended devices separately (using the particular negotiated cipher suite and keys). Evaluation of this possibility in regard to interoperability with legacy devices can not yet be reliably concluded.
d) Preserving of FrameID: The PROFINET real-time protocols (see data link layer in Table I ) make use of a frame identifier to distinguish different PROFINET subprotocols. In systems with very low cycle times (specially isochronous real-time capable systems), devices may use this field to filter incoming frames in hardware before passing them on to the application. To retain the interoperability with such devices, the PROFINET FrameID shall be placed outside of the (D)TLS record and, in particular, be prevented from encryption. This requires some adaption to standard (D)TLS since the frame identifier is provided to the record protocol within the application data.
e) Binding to Application: Even if the key functionality (the record protocol) of (D)TLS is located within the transport layer, the change cipher spec, handshake and alert protocols are located above the transport layer and may be integrated in to the stack. This seems to be no big challenge since they function independently of the application. Nevertheless, it may be useful to provide interfaces to the actual PROFINET stack, e.g. to respond to specific alarms. Also, the initial connection establishment needs to be started through the application. Such interfaces needs to be designed as lean as possible to minimize the effort of integration in different stack architectures. f) Constrained Components: General PROFINET devices (in particular IO Devices) are designed as embedded systems typically with resource constraints (low memory capacity and processing power). This leads to the possibility that a fully featured (D)TLS implementation can not be ported to such devices. To minimize the memory footprint of a (D)TLS adoption for PROFINET, only the necessary functionality must be included, while other shall be omitted (e.g. certificate parsers and deprecated cipher suites).
g) Different (D)TLS Instances: Non-real-time traffic such as e.g. RPC (over UDP) do not require any performance optimization or other adaptions to (D)TLS. Since they are not time critical, it can be considered to protect them with an even stronger (and therefore more time-consuming) cipher suite than the real-time traffic. Besides that, interfaces to the application layer could differ for real-time and non-real time protocols, since their paths throught the PROFINET stack vary. Therefore, an approach consisting of two separate instances of (D)TLS, one optimized for performance and usage over Ethernet, the other optimized for communication security of non-real-time traffic (over UDP), could be considered. Considering such a design requires a detailed evaluation whether cryptographic secrets or connection states shall be shared between these instances or whether they need to be treated as completely independent channels. h) Time Synchronization: In standard (D)TLS, the usual entity authentication is based on certificates, which need to be validated. Since this validation needs a correctly synchronized time to be able to check the expiration date, PROFINET devices adopting this authentication method would require time synchronization. If the defined identity management (see chapter IV-C) solution makes use of this functionality, timing synchronization would become mandatory for security-enabled PROFINET devices. As mentioned, this topic is not addressed further within this publication. Despite this, we recommend to omit any public key schemes depending on synchronized time on devices. i) Unattended Operation: (D)TLS was originally designed to be operated by human users (in the Internet), consequently in case of failure (e.g. invalid certificate, connection error or similar), the user can decide what action shall be taken (e.g. ignore or request support). In PROFINET there is no such human interaction. For this reason, it is mandatory to identify each possible operation and failure state and define which specific action has to be performed in this case. j) Client/Server Scale Inversion: A (D)TLS handshake is initiated by the (D)TLS client. In a PROFINET system, the initiator of a connection is the IO Controller. Applying this to (D)TLS for PROFINET results in one (or at least only few) clients and many servers. This setup may be unusual for (D)TLS, but-in fact-should not have any impact on its scalability or functionality.
k) Rare Interaction with ES: Typically, an automation system is-once programmed and configured-no longer connected to on-site components that are not needed for operation, such as the Engineering Station (ES). As long as the ES is not needed as certificate authority (CA) to check for a possible certificate revokation, such an interaction is not required in any case.
VI. ANALYZING THE AUTOMATION SYSTEMS MARKET
Security for automation systems experienced a boost in recent times. A shared understanding has emerged, that network segmentation for physical or firewall-based separation (so-called demilitarized zones, DMZ) are not sufficient to mitigate all attack vectors. Another widespread industrial protocol besides PROFINET is Ethernet/IP, an open standard managed by ODVA 5 . In their security approach, integrity and confidentiality is addressed with the use of TLS and DTLS, respectively, while endpoint authentication can be realized with either pre-shared keys (PSK) or certificates (X.509v3) [3] .
OPC UA 6 TSN (Time Sensitive Networking) is a promising, vendor independent successor technology of Ethernet-based fieldbus systems. TSN covers a variety of standards for realtime communication, time synchronization, scheduling and traffic prioritization as well as high bandwidth efficiency, while OPC UA is targeting embedded devices and comes with a security concept also relying on TLS and X.509 certificates [4] .
Besides industrial process control, other fields of application, such as building automation, similarly have to deal with the integration of security critical services. BACnet 7 and KNXnet 8 are communication protocols also (though not exclusively) built on Ethernet for building automation systems. The security mechanisms IPSec, TLS and VPN (virtual private network) were rated respecting their suitability for the use with BACnet and KNXnet. While IPSec requires significant changes to allow the establishment of shared secrets between more than two parties, it is labelled as unsuitable for these standards. Their communication is based on multicasts, and thereby disqualifies the usage of TLS without adaption. Managing multicast VPN connections on a centralized server is complicated and therefore as well inappropriate for securing building automation systems. For this reason, a security layer addressing the specific requirements of these protocol standards is introduced, strongly influenced by the implementation of TLS [23] .
VII. SUMMARY AND CONCLUSION
The increasing level of vertical integration from automation systems into a company's IT infrastructure, specifically by the adoption of Ethernet, has opened them to several attacks with possible effects that cannot be underestimated. Security objectives for solutions to protect such systems that do not violate their existing requirements needed to be elaborated first. Specifically, prospects on the availability, real-time capability and the usually long-term operation of industrial control systems represents a particular challenge. A widespread representative of such real-time Ethernet based field bus protocols is PROFINET, which we used to apply our case study on. To date, no specific security solutions besides physical network separation exist for PROFINET, which means we needed to define which security measures we want to achieve. While device authentication and data integrity are mandatory to provide a minimal level of security, confidentiality was rated as optional feature probably needed where trade secrets could be disclosed. Since PROFINET is a standard adopted by multiple device vendors, security mechanisms shall be easy and seamless to integrate into existing devices. We therefore elaborated the optimal placement of security mechanisms within the OSI reference model. The resulting statement is, that a placement in the network or transport layer (3 or 4) is most suitable to meet the requirements. We also worked out that it is advisable to consolidate standard IT security solutions for the usage in PROFINET (as well as general industrial control protocols), even if they cannot be applied without adaption. This recommendation is based on the findings that, even if a custom solution were developed from scratch, this process will be guided by existing solutions and end up in a similar setup, but never inherently equally secure. Given that, we analyzed the suitability of different existing security standards-IEEE 802.1X Network Access Control, IPSec and (D)TLS-with regard to their acceptability for PROFINET. (D)TLS turned out as the most promising candidate, therefore a deeper look on the specific adaptions which fulfil all the mentioned requirements followed. Mainly, adjustments on the record protocol header to reduce the performance overhead as well as a channel multiplexing functionality to ensure transparent key renewal are necessary changes. Regardless, we are convinced that these effort will pay off, since we can benefit from a well-established, matured solution.
